
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

mPass Help Document 

Title Administration Portal Manual 

Version 1.5 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

Table of Contents 

TABLE OF CONTENTS .................................................................................................................................... 2 

1. INTRODUCTION ................................................................................................................................... 4 

1.1 PURPOSE ........................................................................................................................................ 4 

2. APPLICATION OVERVIEW .................................................................................................................. 4 

2.1 APPLICATION COMPONENTS ............................................................................................................. 5 
2.2 SYSTEM ARCHITECTURE .................................................................................................................. 8 
2.3 SYSTEM ACCESS ............................................................................................................................. 8 

3. CHANNELS MANAGEMENT ................................................................................................................ 9 

3.1 OVERVIEW ...................................................................................................................................... 9 
3.2 LIST CHANNELS ............................................................................................................................... 9 
3.3 DEFINE CHANNEL ............................................................................................................................ 9 
3.4 MODIFY CHANNEL ......................................................................................................................... 11 

4. POLICIES MANAGEMENT ................................................................................................................. 12 

4.1 OVERVIEW .................................................................................................................................... 12 
4.2 LIST POLICIES ............................................................................................................................... 12 
4.3 DEFINE POLICY ............................................................................................................................. 12 
4.4 MODIFY POLICY ............................................................................................................................. 16 

5. TOKENS MANAGEMENT ................................................................................................................... 19 

5.1 OVERVIEW .................................................................................................................................... 19 
5.2 LIST TOKENS ................................................................................................................................. 19 
5.3 TEST TOKEN ................................................................................................................................. 20 
5.4 IMPORT TOKENS ............................................................................................................................ 21 
5.5 UNASSIGN TOKENS ....................................................................................................................... 21 
5.6 TOKEN CONVERSION ..................................................................................................................... 22 

6. USERS MANAGEMENT ..................................................................................................................... 24 

6.1 OVERVIEW .................................................................................................................................... 24 
6.2 AUTOMATIC REGISTRATION ............................................................................................................ 25 
6.3 BULK IMPORT ................................................................................................................................ 25 
6.4 CREATE USER ............................................................................................................................... 27 
6.5 MODIFY USER DETAILS .................................................................................................................. 32 
6.6 UNASSIGN TOKENS FROM USER .................................................................................................... 34 
6.7 DELETING USER(S) ........................................................................................................................ 34 
6.8 SEND QR TOKEN .......................................................................................................................... 34 

7. REPORTS ............................................................................................................................................ 36 

7.1 HOME (DASHBOARD) ..................................................................................................................... 36 
7.2 REQUEST LOGS ............................................................................................................................. 37 
7.3 SMS LOGS ................................................................................................................................... 38 
7.4 EMAIL LOGS .................................................................................................................................. 39 

8. BACKEND SYSTEM ........................................................................................................................... 40 

8.1 OVERVIEW .................................................................................................................................... 40 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

8.2 SYSTEM CONFIGURATION .............................................................................................................. 40 
8.2.1 User Config ............................................................................................................................. 42 
8.2.2 LinQ2SMS ............................................................................................................................... 43 
8.2.3 System Key store .................................................................................................................... 45 
8.2.4 Logs Cleanup .......................................................................................................................... 46 

8.3 OTHER BACKEND DEFINITIONS ....................................................................................................... 47 
8.4 WINDOWS AGENTS ........................................................................................................................ 53 
8.5 EMAIL TEMPLATES ......................................................................................................................... 54 
8.6 LICENSE MANAGEMENT ................................................................................................................. 56 

9. GENERAL MAINTENANCE ................................................................................................................ 56 

9.1 APPLICATION BACKUP .................................................................................................................... 57 
9.2 DATABASE BACKUP ....................................................................................................................... 57 
9.3 RE-STARTING MPASS WINDOWS SERVICE ...................................................................................... 57 
9.4 RE-BOOTING THE SERVERS ............................................................................................................ 57 

10. GENERAL INCIDENTS AND TROUBLESHOOTING.................................................................... 58 

10.1 USERS UNABLE TO AUTHENTICATE VIA VPN .................................................................................... 58 
10.2 OTP VALIDATION FAILURE ............................................................................................................. 58 
10.3 SMS OTP NOT RECEIVING ............................................................................................................ 58 
10.4 MPASS SERVER NOT RUNNING ...................................................................................................... 58 

11. APPENDIX ...................................................................................................................................... 60 

11.1 ABBREVIATIONS ............................................................................................................................. 60 

  



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 

 

 

 

 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 – 

 

 

 

 

mPass Administration  Portal

mPass User Portal

Auditing & Logging Service

RESTful 

Services

RADIUS 

Server

Web Based API s

Tokens Mgmt

Policy Mgmt

Mobile Applications

(Android, iOS)

mPass Component Diagram

Core Components

Notification 

Service

Channels Mgmt

Validate 

OTP

Send 

SMS OTP
Users Mgmt

LDAP 

Authentication 

Service

mPass 

Windows
OWA Agent RADIUS

 

 

 

 

 

 

 

 

 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 

 

3.   

 

 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 

 

 

 
 
 
 
 
 
 
 
 
 
  



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 

 
 

 

 
 
 
 
 
 
 
 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 

 

 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 

 

 

 

 

 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 
 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 

 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 

 

 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 

 

 

 

 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 

 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 

 

 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 

 

 

 

 

 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

  



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 

 

 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 

 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 

 

 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 

 

 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 

 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 

 

 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 

 

 

 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 

 

 

 

 

 

 

 

 

   

 

 

 

 

 

 

 

 

 

  

 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 

 

 

 



 

 

 

© Innovative Solutions                                                                                             Classification: Internal 

 

 

 

 

 
  

 

 

 

 

 

 

 

 

 

https://en.wikipedia.org/wiki/Communications_protocol
https://en.wikipedia.org/wiki/AAA_protocol

